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DESCRIPTION:
Widespread access to the global network has led to the emergence of numerous cyber threats,
both at the technical and information level. The object of attacks became not only the technical
infrastructure but also people. Ensuring cybersecurity is one of the challenges for modern ICT.
Hazardous attacks on sensitive applications result in severe consequences, both for the individual
citizen and the whole country. Cyberattacks are incredibly varied, take different forms, and, importantly, are subject to constant change. This research project focuses on incidents involving the
impersonation of another user and attempts at phishing or fraud. The aim will be to create user
profiles based on post-measurement data assuming working with different applications (client
applications, websites, etc.) and operating on different devices, i.e. desktop computers and mobile
devices. The project involves developing models, methods and tools to enable a systematic approach to detect fraud attempts. An important aspect that distinguishes the proposed solution
from those presented in the literature is the comprehensive profile building approach based on
the fusion of measurement data collected while using different input-output devices (keyboard,
mouse, touch screen, etc.) and available measurement sensors. Machine learning techniques will
be used to detect anomalies in the application user's performance and detect attack attempts.
Various methods will be considered, ranging from classical solutions to deep artificial neural networks, e.g., siamese and spline. An essential outcome of the project will be the verification of the
usability of the computational techniques analyzed, taking into account various criteria defined by
the PhD student.
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